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WHAT IS DRONE?
● Unmanned Aerial Vehicle (UAV)

- aircraft designed to fly without pilot

on-board,

- controlled remotely or able to fly

autonomously thanks to embedded 

systems, software, sensors 

and GPS,

● Unmanned Ground Vehicle (UGV),

● Unmanned Underwater Vehicle (UUV);
https://www.wired.com/2017/05/the-physics-of-drones/
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∙ Rotor-based

UAV TYPES – DESIGN

https://geo-jobe.com/drones-uav/multi-rotor-vs-fixed-
wing-uav-platforms-considerations-for-evaluating-cap
abilities-and-limitations/

∙ Fixed-wing

https://www.researchgate.net/figure/Fixed-wing-UAS-
image-source-authors_fig2_318437446

∙ Hybrid

https://www.jouav.com/blog/drone-types.html

5



UAV TYPES – SIZE

Rahman i in. (2021), „A Comparative Study on Application of Unmanned Aerial Vehicle Systems in Agriculture”
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UAV TYPES – RANGE/ALTITUDE

Lykou, Moustakas, i Gritzalis (2020), „Defending Airports from UAS”.
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UAV TYPES – APPLICATION AREA
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UAV – SAMPLE APPLICATIONS (I)
● photography and filmmaking,

● agriculture,

● rescue and safety;
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● inspections and monitoring,

● logistics and deliveries,

● military;
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UAV – SAMPLE APPLICATIONS (II)



MULTI-UAV VS SINGLE-UAV (I)

11
Afrin i in. (2024), „Advancements in UAV-Enabled Intelligent Transportation Systems”.



12
Al-Absi i in. (2021), „Moving Ad Hoc Networks—A Comparative Study”. 

MULTI-UAV VS SINGLE-UAV (II)



NETWORK TOPOLOGIES (I)

13
Mansoor i in. (2023), „A Fresh Look at Routing Protocols in Unmanned Aerial Vehicular Networks”.



14
Gupta, Jain, i Vaszkun (2016), „Survey of Important Issues in UAV Communication Networks”.

NETWORK TOPOLOGIES (II)
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Bai, Hu, i Wang (2024), „A Survey on Unmanned Aerial Systems Cybersecurity”

COMMUNICATION METHODS (I)
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● Wi-Fi networks:

■ short-range communication between GS and UAV(s),

● cellular networks:

■ long-range communication between GS and UAV(s),

● satellite networks:

■ global communication coverage for UAV(s);

Madhuvanthi T., Revathi A. (2024), „A Survey on UAV Network for Secure Communication and Attack Detection”

COMMUNICATION METHODS (II)



ESP32 (I)

● ESP32 is a popular microcontroller developed 
by Espressif Systems.

● It features built-in Wi-Fi and Bluetooth, making it 
ideal for IoT projects.

● Energy-efficient and available in different 
versions (e.g., ESP32-WROOM-32, ESP32-S3).

● Can be programmed using Arduino IDE, 
MicroPython, ESP-IDF.

● Includes multiple interfaces: GPIO, SPI, I2C, 
PWM, ADC, DAC, UART.



ESP32 (II)

Some of the most common uses of the ESP32 include:
- IoT (Internet of Things) Devices
- Drones

● Flight control assistance
● Real-time telemetry
● FPV (First-Person View) Systems
● Remote control via Wi-Fi/Bluetooth

- Robotics
- Home Automation
- Wearable Devices



Key Features of ESP32

● Dual-core processor (Xtensa LX6, up 
to 240 MHz)

● Supports 2.4 GHz Wi-Fi and Bluetooth 
BLE & Classic

● Low power consumption (Deep Sleep, 
power-saving modes)

● Multiple I/O pins – over 30 for 
controlling external devices

● Supports various communication 
protocols (SPI, I2C, UART, CAN)

● Easy to program with Arduino IDE and 
MicroPython

● Built-in ADC/DAC converters – allows 
reading analog signals



Lightweight Cryptography

https://www.adsgroup.org.uk/knowledge/countering-the-malicious-usage-of-drones/

2
0

● What is the difference 
between cryptography and 
lightweight cryptography?

● Role of the lightweight 
cryptography in IoT

● Lightweight cryptography in 
UVAs



Criteria when choosing an algorithm (I)

2
1

1. Security:
● Cryptographic Resistance
● Analysis and verification
● Key and block length

2. Performance:
● Capacity
● Delay

3. Resource Consumption:
● Memory
● Energy

4. Implementation complexity:
● Ease of implementation
● Potential Errors

5. Resistance to side-channel attacks:
● Physical attacks
● Protection measures

6. Licensing and Intellectual Property:
● Licensing
● Open Source



Criteria when choosing an algorithm (II)

2
2

7. Compliance with standards:
● International standards
● Interoperability

8. Scalability and Flexibility:
● Adaptability
● Support for different platforms

9. Implementation experience:
● Case studies
● Community and support

https://www.nokia.com/sites/default/files/2022-01/cybersecurity4_0.jpg



NIST LWC Competition
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https://csrc.nist.gov/projects/lightweight-cryptography 

• National Institute of Standards and Technology

• Genesis of the Contest

• Contest Goals

• Contest Phases



List of LWC algorithms
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A Review of the NIST Lightweight Cryptography Finalists and Their Fault Analyses, Hasindu Madushan, DOI: 10.3390/electronics11244199 

● ASCON

● PHOTON-Beetle

● TinyJAMBU

● ISAP

● Grain

● ACORN

● PRESENT
● ChaChaPoly / BLAKE2s

https://www.coindesk.com/learn/what-is-cryptography/

https://doi.org/10.3390/electronics11244199


Performance Analysis

Why It Matters?
- Cryptographic performance impacts secure communication, data protection, and 

authentication.
- Evaluating encryption, decryption, and hashing speeds helps determine efficiency for 

high-performance and resource-constrained environments.
Tested Algorithms:

- AEAD (Encryption & Authentication): ChaChaPoly, ASCON-128, TinyJAMBU, ISAP, 
PHOTON-Beetle.

- Hashing (Integrity Verification): BLAKE2s, ASCON-HASH, PHOTON-Beetle-HASH.



Methodology & Testing

Benchmarking Approach

● Performance measured in µs/byte, converted to throughput (bytes/sec).
● Tested 128-byte (large) and 16-byte (small) packets to assess variations.

Testing Environment

● Simulated microcontroller-based setup (for embedded & IoT use).
● Uniform conditions for consistent results.
● Included masked AEAD versions to analyze security-performance trade-offs.



Algorithm Operation Time per Byte (us) Throughput (bytes/sec)

ChaChaPoly Encrypt 128B 0.53 1,899,899.07

ChaChaPoly Decrypt 128B 0.63 1,580,520.09

ChaChaPoly Encrypt 16B 1.77 566,184.62

ChaChaPoly Decrypt 16B 1.95 514,133.31

BLAKE2s Hash 1024B 0.21 4,775,451.20

BLAKE2s Hash 128B 0.21 4,678,918.37

BLAKE2s Hash 16B 0.87 1,149,652.41

ASCON-128 Encrypt 128B 0.80 1,252,630.03

ASCON-128 Decrypt 128B 0.89 1,119,370.35

ASCON-128 Encrypt 16B 2.11 473,358.78

ASCON-128 Decrypt 16B 2.27 441,476.74

TinyJAMBU-128 Encrypt 128B 0.89 1,125,304.40

TinyJAMBU-128 Decrypt 128B 0.99 1,010,523.66

…



Performance Analysis of AEAD Algorithms



Performance Analysis of Hashing Algorithms



Summary of Results

The results highlight significant differences in performance across different cryptographic 
schemes. Some key observations include:

● BLAKE2s has the highest throughput, making it an excellent choice for fast hashing 
applications.

● ChaChaPoly provides high-speed encryption and decryption, particularly for larger data 
packets.

● ASCON-128 and TinyJAMBU-128 show reasonable performance, though they are 
slightly slower than ChaChaPoly.

● Performance decreases significantly for smaller data packets across all algorithms.

Further sections will analyze these results in more depth, comparing masked and unmasked 
versions of AEAD algorithms and assessing their suitability for different security applications.
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Thank you very much.


